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department of defense ^ 

CONTRACT SECURITY CLASSIFICATION SPECIFICATION 


T.HIS SPECIFICATION 
IS FOR: 


PRIME CONTRACT 


r* *U BCON TRACT (Uae He m 
15 lor eubcontrmctlng 
beyond second tier) 

REQUEST FOR BIO. 
request for proposal 

OR REQ FOR QUOTATION 


3 - CONTRACT NUMBER OR OTHER 
IDENTIFICATION NUMBER 
(Prime contract e muet be ehown 
lor ait subcontracts) 


OF the doo industrial security manual 

APPLY TO ALL SECURITY ASPECTS OF THIS 

EFFORT. THE FACILITY CLEARANCE REQUIRED IS: SECRET 


PRIME CONTRACT NUMBER 

DAMD17-85-C-5130 


b. FIRST TIER SUBCON TRACT NO. 
C. IDENTIFICATION NUMBER 


Is this • follow-on contract? y* B 


DATE TO BE 
COMPLETED 
(Estimated) 


30 Sep 1990 


b. 


C. OUE DATE 


THIS SPECIFICATION IS: 

(See **NOTE ** below. It Item b or c la "X'd**, 
also enter date tor item a) 


ORIGINAL (Complete 
date In alt cases) 


>. REVISED 
(eupereedee 

spec/ ficati on s )1 


RE VISION 
NO. 2 


FINAL 


DATE 


DATE 

22 Jun 88 


DATE 


If YES. complete the following: 

, c. Accountabil il y for classified material on preceding contract 



• a. Nama, Address & Zip Code of First Tier Subcontractor * 


Name. Address & Zip Code of Second Tier Subcontractor, or 
facility associated with IFB, RFP OR RFQ * 


FSC Number 


b. FSC Number 


c. Name, Address S Zip Code of Cognizant Security Office 


Name, Address & Zip Code of Cognizant Security Office 


_Wh.n .ctu. l performance 1. .1 . location other Ih. n that .peclfitd, identify »uch olher loci .on ,n ft.» \S 

. r . i i .. I r. 1 1 


10a. C.n.r.1 identification of. th. Procur.ment for whicTTthl, .p.clflc.iion «ppllei' 

Enhanced Human Performance Investigation 


b. DoDAA 6 Number of Procuring Activity 
identified in Item 16d. 

W23RYX 


«. Ar. th.r. .ddilion.1 ..curlly r.<,ulr.*.nL ..tabll.h.d In accordance with paragraph 1-114 or 1-HS. ISR? n y.. 
pertinent contractual documents in Item 15. 


[□ No. If YES, identify the 


d. Ar. .ny .Um.nL of this contract out.id. Ih. in.pection responsibility of the cognizant security office? FI v .. 
Item 15 and identify specific areas or elements. ‘ 


C J No. If YES, explain in 


II. 


ACCESS REQUIREMENTS 


a. Access to Classified Information Only at other 
Contractor/Government activities. 


b. Receipt of classified documents or olher material 
for reference only t no generation). 


c. Receipt and generation of classified documents 
or olher material. 


— - F *^ tc -* Uon/Modt * lcaUon /S*ofsge of classified hardware. 


e. Graphic arts services only. 


Access to IPO Information. 


g. Access to RESTRICTED DAT A. 

h. Access to classified COMSEC Information. 


1. Cryptographic Access Authorization required 


YES 


NO 


X 


ACCESS REQUIREMENTS (Continued) 


Iv. Access to SENSITIVE COMPARTMENTED INFORMATION. 


k. Access to other Special Access Program information 
( Specify in item 15). 

l. Access to U. S. classified information outside the U. S. 
Panama Canal Zone, Puerto Rico, U. S. Possessions 
ond Trust Territories. 


m. Defense Documentation Center or Defense Information 
Analysis Center Services may be requested. 


n. Classified ADp processing will be involved. 


o. REMARKS: 


YES 


NO 


— 1 1 

questions pertaining to contract security classification specific 
EMERGENCY, dlr.ct with wrtit.n r.cord of , nqu ,% and ,..pon.. lACO) 

•* Th * SuldMC. confined In thi. .perlflc.tlon end 

atlon to the official named below (NORMALLY, thru ACO (item I6e): 
(thru prime contractor tor subcontracts ). 

Peter J. McNelis 
Project Manager/COR 
HQ, USAMRDC 

THtXSi Sm > “ ™>h°rtty for contractor, to mart. cl 

s referenced herein is complete and adequate. 

- o,nc * 

333 Ravenswood Avenue 
Menlo Park, CA 94025 
(415) 859-5389 


W>, ”2*7.254 


EDITION OF I APR 7» IS OB 



I ffi. provlalonc 


\0 FORM 254c WHICH IS OBSOLETE 
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4. 


13a. Informal ion pertaining to classified contracts or projects, ever, though such inform^fon is considered unclassified, shall not be releasedforpublic 
dissemination except as provided by the Industrial Security Manual (paragraph So and Appendix IX). 


b. Proposed public releases shall be submitted for approval prior to release f * } Direct [ J Through (Specify-;? 


None authorized. 


to lh« Directorate For Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Altai, * for review In 
accordance with paragraph Jo of the Industrial Security Manual. ' ' ln 


T * * n casq of non-DoD User Agencies, nee footnote , paragraph 5n, tndustri ol Security Manual. 

,4 * f ^ * 5 !** * l / ; S _ P t r ‘ ^ CAti ° " * !°f this . 80ll citation'conlract arc identified below (**X“ applicable box(ea) and supply attachment* as required ) 


Any narrative or classification guide(s) furnished shall be annotated or have information appended to clearly and precisely identify each element of 
information which requires a classification. When a classification guide Is utilized, that portion of the guide(s) pertaining to the specific contractual 
effort may be extracted and furnished the contractor.. When a total goide(s) is utilized . each individual portion of the guide(s) which pertains to (he 
contractual effort shall be clearly identified in Item Hb. The following information must be provided for each item of classified Information identified 
in an extract or guide: 


(I) Category of classification. (II) Date or event for declassification or review for declassification, and (III) The date or event for downgrading 
(// applicable)* 


Tha official named in Item 12b>*ts responsible for furnishing the contractor copies of all guides and changes thereto that are made a part of this 
specification. Classified information may be attached or furnished under separate cover. 


CT a * * completed narrative la (1) □ attached, or (2) transmitted under separate cover and made a part of this specification. 

K. j b * The following classification guide(s) is made a part of this specification and Is (I) attached, or (2) fj transmitted under separate 
cover. (List guide* under Item IS or in an attachment hy title, reference number and date). 


(XJ c * Service-type contract/subconlract. (Specify instructions in accordance with ISR/ISM, as appropriate.). 

CT3 "X” only if this is a final specification and Item 6 is a ‘‘NO*’ answer. In response to the contractor's request dated 
B 1 enn i & |* tenl * on of identified classified material is authorized for a period of , 

{^T]e. Annual raviaw of this DD Form 254 is required. If "X’d", provide date such review is due; ~] Q C t flff 


15. Remarks (Whenever possible , iUuatratc proper classification, dec/esstf/ca?ion, and if applicable, downgrading instructional. 


Classification Guidelines and Secruity Procedures are classified at the SECRET-level, and 
will be transmitted under separate cover. The DD Form 254, the Statement of Work, as well 
as the Contract, itself (DAMD17-85-C-5130) are also classified at the SECRET-level. 


Access to any of these documents is on a strict need-to-know basis. 


Access to any of these documents will be only permitted to those individuals included on 
the Master Need-to-Know List (ML) in accordance with their approved level of access. 


SECRET^ ati ° nS,11 ' P US6r ^ 9enC-y and t ^ ie User A 9 ency Contractor is also classified 


16a. Contract Security Classification Specifications for Subcontracts issuing from this contract will be 
by the prime contractor, as authorized. This Contract Security Classification Specification anj 
Agency Contracting Officer or his Representative named in Item 16b below. 


prov ed by the Office named in Item 16e below, or 
nts referenced herein are approved by the User 



REQUIRED DISTRIBUTION: 
j/1 Prime Contractor (Item 7 a) 

Cognizant Security Office (Item 7c) 

^ Administrative Contracting Office (Item I6e) 

I 1 <>iBlity Assurance Representative 
I } Subcontractor (Item 8m) 

LTD Cognizant Security Office ( Item 8c) 

I X l program/project Manager (Item 12 b) 

CJ U. S, Activity Responsible for Overseas Security Administration 


ADDITIONAL DISTRIBUTION: 


CS 


CTj 


a 


DT-5A 
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• - -x. 


T 


b. Typed name andY 

Ronald Adams 


Foreign Science Information Officer 


c. Signature 


d. Approving official's activity address and Zip Code 

US Army Medical Research & Development Cmd 
ATTN: SGRD-0P 

Fort Detrick, Frederick, MD 21701-5012 


e. Name, address and Zip Code of Administrat ive Contracting Office 

Jean V. Smith, ATTN: SGRD-AC 









